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M365 Information Lifecycle Management

90% of organizations use M365 for collaboration

M365 contains information that needs to be 
protected and governed

Cannot rely on end users to classify and move to 
other Systems of Record

Everything created by users in M365 lives forever, by 
default

Capabilities differ by 
version, constantly 

changing

Organizations need to apply information governance in M365



The Inconvenient Truth

Information Architecture is essential

IT STRATEGY & 
LANDSCAPE

ENTERPRISE 
TAXONOMY

RETENTION 
SCHEDULE

SECURITY 
MODEL

AWARENESS



Agenda

Current Capabilities

Demo

Q&A



Current Capabilities

ÅManage 
Retention Rules 

[IG Team]

Define

ÅApply Rules to 
Content 

[End user,               
Site Designer,  
System -automated]

Apply

DEFINE & APPLY

ÅDispose Content on 
Expiration

[IG Team,        
System -automated ]

Execute

ÅMonitor lifecycle 
management

[IG Team]

Monitor

EXECUTE & MONITOR



Lifecycle Management in M365?

Donôt plan to

Planning

Implementing

Essentials 
Implemented, 

Refining

Menti.com

92 79 50 8



Your current M365 Solution

E3/G3

E3/G3 with Compliance

E3/G3 + 3rd Party IG solution

E5/G5

E5/G5 + 3rd Party IG solution

Other / Donôt know

Menti.com

92 79 50 8



Define & Apply



Big Picture for 
M365 Content

1

2

3

3

3

Ref: Logical architecture for MS Teams 
and related services, January 2021



Define & Apply Retention Mechanisms

RETENTION POLICIES

Content Type IM 
Policies

Retention Labels

May use retention policies in ADDITION to Labels or IM Policies. 

System will pick longest retention period, earliest deletion date

OR



Apply

Compliance Center ïInformation 

Governance ïRetention Policies

Define & Apply Retention Policies

ÅOptions
ÅRetain for a period, 
ÅDelete after a period, or 
ÅRetain & Delete

ÅDates
ÅCreated, Modified

ÅScope

Broad retention by category

ÅUser

ODFB

ÅSite

SPO

ÅUser/ All 
Public 
Folders

EXO

ÅChannel 
Message -
Team

Teams

ÅChat -
User

Teams

ÅUser

SFB

ÅUser

Yammer

ÅGroup

Groups

Notes

No further refinement

No disposition review

1 day to apply the policy

Not visible to end users



Apply
Associate CTs with libraries and lists in SPO at design time. 

Define & Apply Content Type IM Policies

ÅOptions
ÅRetain for a period
ÅDelete after a period
ÅMulti-stage retention

ÅDates
ÅCreated
ÅModified
ÅAny CT date property (event)

ÅNon-records, records

ÅRecurrence of actions

ÅHierarchical

ÅScope

Granular retention in SPO for E3/G3

Migration path to convert CT IM Policies to Labels
ÅLists/ 

Libraries 
with CTs

SPO

Notes
Visible to end users (Compliance)
Need Custom Disposition Report



Note
Disposition Review (delete, extend, relabel)
±ƛǎƛōƭŜ ǘƻ ŜƴŘ ǳǎŜǊǎ ŀǎ ΨwŜǘŜƴǘƛƻƴ [ŀōŜƭΩ ŦƛŜƭŘΣ 
ΨLǘŜƳ ƛǎ ŀ wŜŎƻǊŘΩΣ ŜǘŎΦ
Flat ςevery stage is a new label
Delays in applying

Define & Apply Retention Labels

ÅOptions
ÅRetain for a period, or forever 
ÅDelete after a period 
ÅRetain & Delete with option of 

Disposition Review
ÅDo nothing (just classify)

ÅDates
ÅCreated, Modified, Labeled (event)
ÅEvent Type (E5/G5 or custom)

ÅNon-records, records, regulatory 
records

ÅScope

Apply 
Label Policies: published to locations for selection 
(1 day) OR
Auto-applied (E5/G5) ςkeywords, sensitive 
information, trainable classifier (7 days)

Granular retention with broad scope

ÅUser

ODFB

ÅSite

SPO

ÅUser

EXO

ÅGroup

Groups



Summary

Scope Location Applying lifecycle management

Email
Retention Policy ïEXO (e.g., 90 days)

Retention Labels 

Personal files
Retention Policy ïODFB (e.g., 90 days)

Retention Labels 

SharePoint sites ïcontent in lists 

and libraries

Retention Policy ïSPO

Retention Labels or Content Type IM Policies

Teams - Private/Group Conversation 

ïChat Messages
Retention Policy ïTeams Chat (e.g., 90 days)

Teams ïPrivate/Group Conversation 

ïCalls, Meeting summary
Retention Policy ïEXO User mailboxes (e.g., 180 days)

Teams - Private/Group Conversation 

ïUser Shared Files & Meeting Video 

Recordings

Retention Policy ïODFB (e.g., 90 days)

Teams ïTeam Channel Chat 

Messages

Retention Policy - Teams Channel Chat (e.g., 180 days)

Retention Labels (GRP)

Teams ïTeam Calls, Channel 

Meeting Summaries

Retention Policy ïEXO User mailboxes (e.g., 180 days)

O365 Group Expiration Policy (Azure P1) ïdefined 

periods

Teams- Team Shared Files, Teams 

Channel Meeting Video Recordings

Retention Policy ïSPO

Retention Labels or Content Type IM Policies



Retention Labels ïThings to note

Flat structure ςUse label naming conventions and organize

Use File Import

Multi-stage = Multi-label

Consolidate into big buckets (100-200)

One permission to edit

Name policies with Label, Scope and Type of  Policy

Up to 1 day to publish, 7 days to auto-apply



Execute & Monitor


