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Director, Technology,
Access Sciences Corporation

Consulting Services
A Information Governance

A Technology Enablement
A Business Strategy
A Business Process Outsourcing

x Assessment, Procurement, Implementation,
and Operation of Information Systems

x Usability/UX, Governance
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M365 Information Lifecycle Management

- Organizations need to apply information governance in M365

N\
’ 90% of organizations use M365 for collaboration

\

|
Everything created by users in M365 lives forever, by
default

M365 contains information that needs to be
protected and governed

changing

Capabilities differ by
q ' version, constantly

Cannot rely on end users to classify and move to
other Systems of Record
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The Inconvenient Truth
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Agenda

\/ Current Capabilities
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Current Capabillities

KA Manage ) o Apply
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A Dispose Content on

Retention Rules Expiration o
A Apply Rules to P A Monitor lifecycle
Content [IG Team management
[IG Team] .
[End user, System -automated ]
Site Designer,
g L [IG Team] )

N . stem -automated] —
Define [[Rsdtistiey Execute

DEFINE & APPLY
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Lifecycle Management in M3657

Dondot plan to Implementing
Planning Essentials
Implemented,
Refining

Menti.com
02 7950 8
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Your current M365 Solution ‘

E3/G3
E3/G3 with Compliance

E3/G3 + 3" Party IG solution

Mentl.com
02 7950 8

E5/G5

E5/G5 + 3" Party IG solution

Ot her / Donot k now
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Define & Apply Retention Mechanisms

Content Type IM
Policies

OR

+ k‘ Retention Labels
RETENTION POLICIES

May use retention policies in ADDITION to Labels or IM Policies.

System will pick longest retention period, earliest deletion date
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Define & Apply Retention Policies

AOEtions
Retain for a period, Al

A Delete after a period, or PRy ) .

A Retain & Delete Compliance Center i .Informgt_lon
ADates Governance T Retention Policies

A Created, Modified

Notes
AS/SUCSSpe Asite AUser/ All AChannel NO further reflnement
Public | | Message - No disposition review
ODFB @@l |SPO ‘ EXO C’ Teams gy 1 day to apply the policy
ich AJ M = Not visible to end users
at - ser ser roup
User
Teams ﬁ SFB 6 Yammerd Groups ..'. BFOad retentlon by Category
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Define & Apply Content Type IM Policies

A Options

A Retain for a period

A Delete after a period Apply

A Multi-stage retention Associate CTs with libraries and lists in SPO at design time.
A Dates

A Created

A Modified Notes

A Any CT date property (event) Visible to end users (Compliance)
A Non-records, records Need Custom Disposition Report

A Recurrence of actions
A Hierarchical Granular retention in SPO for E3/G3

Migration path to convert CT IM Policies to Labels

A Scope

AlLists/
Libraries
with CTs

]

SPO *
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Define & Apply Retention Labels

A Options
A Retain for a period, or forever
A Delete after a period

A Retain & Delete with option of
Disposition Review

A Do nothing (just classify)

A Dates
A Created, Modified, Labeled (event)
A Event Type (E5/G5 or custom)

A Non-records, records, regulatory
records

A Scope

AUser Asite AUser AGroup

|
ODFB SPO EXO Groups ]
e s B (O 8o

Apply L
Label Policies: published to locations for selectipn

(1 day) OR
Auto-applied (E5/G5¢ keywords, sensitive
information, trainable classifier (7 days)

Note
Disposition Review (delete, extend, relabe
+AaAofS G2 SYyR dzaSN
WLGSY Aa | wSO2NRQZ
Flatc every stage is a new label
Delays in applying

;
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Granular retention with broad scope




Summary

Emalil

Location

Applying lifecycle management

Retention Policy T EXO (e.g., 90 days)
Retention Labels

Personal files

Retention Policy 1 ODFB (e.g., 90 days)
Retention Labels

SharePoint sites i content in lists

and libraries

Retention Policy i SPO
Retention Labels or Content Type IM Policies

Teams - Private/Group Conversation
i Chat Messages

Retention Policy T Teams Chat (e.g., 90 days)

Teams i Private/Group Conversation
i Calls, Meeting summary

Retention Policy T EXO User mailboxes (e.g., 180 days)

Teams - Private/Group Conversation
i User Shared Files & Meeting Video
Recordings

Retention Policy 1 ODFB (e.g., 90 days)

Teams i Team Channel Chat
Messages

Retention Policy - Teams Channel Chat (e.g., 180 days)
Retention Labels (GRP)

Teams 1 Team Calls, Channel
Meeting Summaries

Retention Policy i EXO User mailboxes (e.g., 180 days)
0365 Group Expiration Policy (Azure P1) i defined
periods

Teams- Team Shared Files, Teams
Channel Meeting Video Recordings

PRAD RRAGIR

Retention Policy 1 SPO
Retention Labels or Content Type IM Policies




Retention Labels 1 Things to note
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Flat structureg Use label naming conventions and organize

Use File Import

Multi-stage = Multlabel

Consolidate into big buckets (1200)

One permission to edit

Name policiesvith Label, Scope and Type of Policy

Up to 1 day to publish, 7 days to atapply




Execute & Monitor

[N P | SRy — e ——

~ «=
"*\ﬂhbGDD JLIGIILGY




